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HOW RACK-PROOF ARE YOU?

Raise your hand if this sounds like you (don’t worry, we
won't tell your boss): You know cyber attacks are off the
charts, and threats lurk around every seemingly-innocent
corner. (After all, IT never lets you forget it.) But that
hasn't stopped you from zoning out during those
mandatory security training sessions.

Hey, we've all been there.

Still, you don't want to unintentionally put your company at risk.

Follow this chart to see where you may have knowledge gaps
so you don't accidentally create chaos.

START

| update my

comPUter .....................................

e Th bl Something I'd give my

least once at v .
seems : Tuntodo : password to

a month.

like a lot!

8
........... eovevrvorvers
. -

| have system

O

llllllllllllllllllll

lllllllllllllllllllllllll
- L]

a colleague
| trust.

and security S OA 1/ Not if their life Only if it
patches set to r ntemal : i depended : ¢ werean :
auto update. g UOAL BGalnls on it! . emergency. :

iiiiiiiiiiiiiiiiiiii

I'd click an | reset the  [EEEEESEAEE
email link to 3 password to Two fa‘cto‘r
reset my _ of my Wll('-o can : authe.ntlcatlon
password if it " accounts __. traiil::'.)f
was sent from : all that?

the head of my
department.

. .
lllllllllllllll

iiiiiiiiiiiiiiiiiiiiii
.* "

All of m : :
N‘zlt beftl:re account: : Necessary for : : Toomuch :
:  sending them : . mostaccounts. ! : trouble. :
: adirect message 060 every 60-90 ' ) |
:  in adifferent AAYS. i et e ot
channel. 7 1 & — :
M Ciaie If a criminal | would feel
passwords -specific hacks into ) Ty safe using
are all unique letters my computer public WiFi to
. F A botnet :
and consist i numbers : and encrypts cpen | access my
of o T and : my filesl it's " ..... company
: characters. : called . [ERSEG_—_—_— network files if

L] .-
iiiiiiiiiiiiiiii

| don't use

iiiiiiiiiiiiiiiiiiiiiiiii

it required a
password.

lllllllllllllllllllllllll

A ;
passwords. | PORPY Yes, if |
use long fols el N: ‘;;tss;::" trusted
passphrases. attack. ' : the
____________ — E B nnannnnnnsanstd establishment.
. WhenI'm : If my computer . Immediately : 1 found a USB
| make it a : working on was infected . alertmy the fl £
habit to back : something : with IT Oft BIE TOOF S

up my files...

Saaaae

_: important. :

e ransomware
| would...

... department. .

my office |
would .

a0 P

T —_— I.mmediately Alert IT so : Take a quick
. weelly, disconnectmy i theycould : i Ppeekand
. and often daily. computerfrom : i checkitout. : : turnitinto
. the network. : : . reception.
""""" 5""""-' "-..........i.........--" fiosassasensanans "teseeitsangiianaannst

Practically
hack-proof

Cyber-wiz in
training

A hacker's dream

target

We all have to start
somewhere.

Congrats! You're on the right track!
Review phishing safety
guidelines, password
health recommendations
and stop what you're
doing and go update your
system! It also might be
helpful to ask your IT
partner for some
additional tips.

Your sensitive info is safe,
your system is up to date,
your passwords are strong
and you couldn't be
“phished” with a 10-foot
pole. But don't let your
guard down. Contact your
IT partner for more ways
to stay on top of your
security game.

Talk to your IT partner to
discover tech solutions to
keep your business safer.
And in the meantime, avoid
emails about a mysterious
inheritance from the uncle
you've never heard of.




